co „t Rni B24 9229 DAVIS & BUJOLD. PLLC ® 005 

12/08/2004 13:59 FAX 603 624 



09/544.682 

the licensed use of digital content, comprising: 
a dlqital content, and 

„„ embedded *e access cntro, mechanism embedded in the digital content ... 

including 

atee „ S e f unC OTS ™oh a n 1 s m e m badd e d,n 1 hedi g ™alcon te n, ffl eand l nc 1 u< ii ng 
a iicense mentor and control mechanism communicating w*h a dynamic 

liC en S e database and ***** «- - - «— * " * 

Aether a use o, the dfc*a. content by a user compiles «h ma iicansa def,nad in the 

dynamic license database, and 

a .icense control utility providing communications between a user system 

.danexterna.3^^ 

and the external system, including 

agraphicaluserinterface associated with the license control utiltty 

toprovid ec— ^ 
mechanism, and 

tt ,ed y na mte »can 8 ada«basawhsre,n*edynam 1 o to ns e < 1 a«a b a S ., S assoc 1 a te dw it h 

^ digital content «. <or stodng Worn— — W -P-— - - * — — - 

danism and ilcense intom^on conning iicensed use a, the dlg»a. 

2 'ORIGINAL) The digits, content tile including a Iicansa cen.ro, mechanism .er 
^ol.ing'the Iicenaad use c, digital content of .aim , . — - « — 
*. dynamic license database and controlling licensed use o„he digUa, content incites: 

.seraccessibie — on de«n,n 9 a license avaiU,b,e W a user and coning use 0. 

the digital contents by the user. 
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o (ORIGINAL) The digital content file induding a license control mechanism for 
contains me license, use o, digKal content of claim 2. wherein the informed confined In 

, lc e„se purchase information denning the terms c, purchase ct a. leas, one license 

available to a user, and 

the ..cense centre. uti.Ky and ..cense monitor and contro, mechanism are responsive to 
user input through the graphical user interface for 

accessing the purchase information in the dynamic license database, 
accessing the user system to obtain system informal identifying the user 

system in which the digital content is to be used. 

communicating purchase information for a Ucensese.ected from the at. east one 

license defined therein to an external system. 

receiving from the externa, system license information corresponding to the 

purchase information, and 

writing me license informal into me dynam* Kcense database for use by me 
„cense monitor and centre, mechanism In control,,-* Ucensed use ot me d, fl ,ta, content by the 

user. 

4. (ORIGINAL) The digital content I. inching a ncense con«», mechanism for 
eontroUing me licensed use of digital content of Calm 2. wherein: 

« .cense Information contained In me dynamic license database tor controUIno 

in a user system, 
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the license control utility and license monitor and control mechanism are responsive to 
user input through the graphical user interface requesting activation of the license defined in 
the dynamic: license database for 

accessing the user system to obtain system information identifying the user 
system in which the digital content is to be used, 

confirming that the system information and user request for activation of the 
license defined in the dynamic license database complies with the license defined in the 
dynamic license database, 

writing the system information into the dynamic license database to be part of 
the license information contained in the dynamic license database for controlling licensed use 
of the digital content, and 

activating the license defined in the dynamic license database. 

5. (ORIGINAL) The digital content file including a license control mechanism for 
controlling the licensed use of digital content of claim 1 , wherein: 

the license monitorand control mechanism is responsive to an attempt by a user system 
to access the digital contentfor comparing information obtained from the user system regarding 
use of the digital content and allowed uses of the digital content as defined by the license 
information residing in the dynamic license database and determining whether a use of the 
digital content by a user complies with the license defined in the dynamic license database. 

6. (ORIGINAL) The digital content file including a license control mechanism for 
controlling the licensed use of digital content of claim 1, wherein: 

the information contained in the dynamic license database and controlling licensed use 
of the digital content can be accessed only through the license monitor and control mechanism 
embedded in the digital content file. 
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7. (ORIGINAL) The digital content file including a license control mechanism for 
controlling the licensed use of digital content of claim 1 , whurein: 

the digital content can be accessed only through license functions mechanism 
embedded in the digital content file. 

8. (ORIGINAL) The digital content file including a license control mechanism for 
controlling the licensed use of digital content of claim 1, wherein the information contained in 
the dynamic license database and controlling licensed use of the digital content further includes: 

system fingerprint information identifying a user system on which the digital contents are 
licensed for use, and 

the license functions mechanism further comprises: 

an adaptive fingerprint security mechanism responsive to an attempted access 
of the digital contents for obtaining current system fingerprint information from the user system 
and comparing the current system fingerprint information with the system fingerprint information 
in the dynamic license database, and 

wherein the license monitor and control mechanism is responsive to a 
comparison of the current system fingerprint Information with the system fingerprint information 
in the dynamic license database to allow the user system to access the digital content when the 
current system fingerprint information compares with the system fingerprint information in the 
dynamic license database to within a predetermined range of tolerance. 

9. (ORIGINAL) The digital content file including a license control mechanism for 
controlling the licensed use of digital content of claim 8, wherein: 

the license monitor and control mechanism is responsive to a comparison of the current 
system fingerprint information with the system fingerprint information in the dynamic license 
database when the current system fingerprint information compares with the system fingerprint 
information in the dynamic license database to within a predetermined range of tolerance for 
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writing the current system fingerprint information into the dynamic license database in 
replacement of the system fingerprint information previously stored in the dynamic license 
database. 

10. (ORIGINAL) The digital content file including a license control mechanism for 
controlling me licensed use of digital content of claim 1 , wherein the digital content of the digital 
content file comprises; 

executable code. 

11. (ORIGINAL) The digital content file including a license control mechanism for 
controlling 1he licensed use of digital content of claim 1. wherein the digital content of the digital 
content file comprises: 

dighal data. 

12. (ORIGINAL) The digital content file Including a license control mechanism for 
controlling the licensed use of digital content of claim 11. wherein the digital content of the 
digital content file comprises: 

media data. 

13. (ORIGINAL) The digital content file including a license control mechanism for 
controlling the licensed use of digital content of claim 12, wherein the digital content of the 
digital content file comprises: 

music data. 

14. (ORIGINAL) The digital content file including a license control mechanism for 
controlling the licensed use of digital content of claim 12. wherein the digital content of the 
digital content file comprises: 

video data. 
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15. (ORIGINAL) The digital content file including a license control mechanism for 
controlling the licensed use of digital content of claim 12, wherein the digital content of the 
digital content file comprises: 

media data to be presented to a user through a media player, 

the system fingerprint information includes authorized media players, and 

herein the license monitor and control mechanism is responsive to a comparison 
of current system fingerprint information identifying a media player accessible by the user 
system with the system fingerprint information in the dynamic license database identifying 
authorized media players to allow the user system to access the media data when the current 
system fingerprint information identifies a media player registered as an authorized media 
player in the system fingerprint information in the dynamic license database. 

1 6. (ORIGINAL) A method for constructing a digital content file to be installed in a user 
system wherein the digital content file includes an embedded file access control mechanism for 
controlling the licensed use of digital content and wherein the digital content of the digital 
content file includes executable code, comprising the steps of: 
generating a reconstructed executable code by, 

extracting from the executable code information identified as critical and necessary to 
the execution of the executable code, and 

ins€)rting links to a wrapper dynamic linked library, 
the wrapper dynamic linked library including 

a control dynamic linked library containing control functions for the display and behavior 
of options for license purchase and generation, and 
a main dynamic linked library including, 

a license functions mechanism, and 
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the extracted information identified as critical and necessary to execution of the 
executable code, 

generating an encrypted reconstructed executable code by encrypting the executable 
code of the reconstructed executable code and the links inserted into the reconstructed 
executable code, 

generating an encrypted wrapper dynamic linked library by encrypting the wrapper 
dynamic linked library, and 

constructing a product installer by combining the encrypted reconstructed executable 
code, the encrypted wrapper dynamic linked library, a dynamic license database, and a license 
decrypt/extraction mechanism- 

17. (ORIGINAL) The method of claim 16 for constructing a digital content file including 
an embedded file access control mechanism for controlling the licensed use of digital content 
wherein the digital content of the digital content file includes executable code, wherein the 
embedded file access control mechanism includes: 

the dynamic license database for storing information controlling operations of the file 
access control mechanism and license information controlling licensed use of the digital 
content, and 

the license functions mechanism, wherein the license functions mechanism includes 

a license monitor and control mechanism communicating with the dynamic 
license database and monitoring use of the digital content by a user to determine whether a use 
of the digital content by a user complies with the license defined in the dynamic license 
database, and 

a license control utility providing communications between a user system and 
an external system to communicate license definition information between the user system and 
the external system, including 
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a graphical user interface associated with the license control utility to 
provide communication between a user and user accessible functions of the license functions 
mechanism. 

18. (ORIGINAL) A method for installing a digital content file in a user system wherein 
the digital content file resides in a product installer and includes an embedded file access 
control mechanism for controlling the licensed use of digital content, a dynamic license 
database for storing information controlling operations of the file access control mechanism and 
use of the digital content and wherein the digital content of the digital content file includes 
executable code, comprising the steps of: 

decrypting and extracting the contents of an encrypted wrapper dynamic linked library 
wherein the dynamic linked library includes 

a control dynamic linked library containing control functions for the display and 
behavior of options for license purchase and generation, and 

a main dynamic linked library including, 
a license functions mechanism, and 
extracted information identified as critical and necessary to execution of the executable 

code, 

storing the license functions mechanism in the user system, 

determining whether the dynamic license database contains information defining a 
license controlling use of the digital content in the user system, and 

when the dynamic license database does not contain information defining a 
license controlling use of the digital content, executing operations defined by information in the 
dynamic license database and controlling operations of the file access control mechanism for 
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obtaining license information defining a license controlling use of the digital content in the user 
system, ano 

when the dynamic license database contains information defining a license 
controlling use of the digital content, executing operations defined by information in the dynamic 
license database and controlling operations of the file access control mechanism for obtaining 
license information defining a license controlling use of the digital content in the user system 

decrypting and extracting the contents of an encrypted reconstructed executable code 
wherein the encrypted reconstructed executable code includes 

executable code of the digital content containing links to the wrapper dynamic 
linked library, and 

storing the executable code of the digital content in Uie user system. 

19. (ORIGINAL) The method of claim 20 for installing a digital content file in a user 
system, wherein: 

the license functions mechanism is stored in the user system using a randomly 
generated file name. 

20. (ORIGINAL) The method of claim 19 for installing a digital content file in a user 
system, wherein: 

the dynamic license database is stored in the user system using a randomly generated 
file name. 

21 . (ORIGINAL) A method for accessing the digital content of a digital content file in a 
user system wherein the digital content includes executable code and the digital content file 
includes an embedded file access control mechanism, comprising the steps of; 

in the file access control mechanism, 
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intercepting an attempt to access the digital content and validating licensed 
access ofVne digital content by 

determining whether a dynamic license database associated with the file 
access control mechanism contains license information defining a license controlling user of 
the digital contents, 

determining whether the user system complies with a license defined by 
license information contained in the dynamic license database, and 

when the user system complies with a license defined by license 
information contained in the dynamic license database, 

allowing access to the executable code and to information 
extracted from the executable code and stored in a main dynamic linked library associated with 
the file access control mechanism. 

22. (ORIGINAL) A method for constructing a digital content file to be installed in a user 
system wherein the digital content file includes an embedded file access control mechanism for 
controlling the licensed use of digital content and wherein the digital content of the digital 
content file includes data, comprising the steps of: 

generating an encrypted contents by encrypting the digital contents, 

generating an encrypted products information containing information used in obtaining 
license information controlling use of the digital contents, 

generating a digital content file containing the encrypted contents and the encrypted 
products information and generating an encrypted digital content file by encrypting the digital 
content file, and 

generating an installable executable containing the encrypted digital content file and an 
embedded file access control mechanism including a decrypting mechanism. 
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23. (ORIGINAL) The method of claim 22 for constructing a digital content file including 
an embedded file access control mechanism for controlling the licensed use of digital content 
wherein the digital content of the digital content file includes executable code, wherein the 
embedded file access control mechanism includes: 

a license functions mechanism, wherein the license functions mechanism includes 

a license monitor and control mechanism communicating with a dynamic license 
database and monitoring use of the digital content by a user to determine whether a use of the 
digital content by a user complies with the license defined in the dynamic license database, and 

a license control utility providing communications between a user system and an 
external system to communicate license definition information between the user system and the 
external system, including 

a graphical user interface associated with the license control utility to provide 
communication between a user and user accessible functions of the license functions 
mechanism, 

the decryption mechanism, and 

a dynamic license database that is associated with the file access control mechanism 
for storing information controlling operations of the file access control mechanism and license 
information controlling licensed use of the digital content 

24. (CURRENTLY AMENDED) A method for installing a digital content file in a user 
system wherein the digital content file wherein the digital content includes data and is contained 
in an installable executable containing an encrypted digital content file and an embedded file 
access control mechanism including a decrypting mechanism, comprising the steps of: 

do wnloading an instalsable: executable .containing thedigital content file, wherein the 
installable executable includes 
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ericrvpted diaital ; contents. 

encrypted productsJnjfoTO used in obtaining license 

information controlling use of the digital contents, 

an encrypted digital -content file containing the encrypted contents and the 
encrypted productsinformation. and 

an embedded file access controt mechanlism includina_a decrypting mechanism. 

and 

executing the installable executable to 

store the file access control mechanism and the encrypted digital content file in 
the user system. 

25. (ORIGINAL) The method of claim 24 for installing a digital content file in a user 
system wherein the digital content includes data and is contained in an installable executable 
containing an encrypted digital content file and an embedded file access control mechanism 
including a decrypting mechanism, further comprising the steps of: 

invoking the file access control mechanism to determine whether the dynamic license 
database contains information defining a license controlling use of the digital content in the user 
system, and 

when the dynamic license database does not contain information defining a license 
controlling use of the digital content, executing operations defined by Information in the dynamic 
license database and controlling operations of the file access control mechanism for obtaining 
license information defining a license controlling use of the digital content in the user system. 

26. (ORIGINAL) A method for accessing the digital content of a digital content file in a 
user system wherein the digital content file wherein the digital content includes data contained 
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in an encrypted digital content file and the digital content file includes an embedded file access 
control mechanism including a decrypting mechanism, comprising the steps of: 

in the file access control mechanism, 

intercepting an attempt to access the digital content and validating licensed 
access of the digital content by 

determining whether a dynamic license database associated with the file access 
control mechanism contains license information defining a license controlling user of the digital 
contents, 

when the dynamic license database contains Information defining a license 
controlling use of the digital content, 

decrypting encrypted product information contained in the encrypted 
digital content file and determining whether the user system complies with a license defined by 
license information contained in the dynamic license database, and 

when the user system complies with a license defined by license information 
contained in the dynamic license database, 

decrypting the digital contents from the encrypted digital content file and 
providing the digital contents to the user system. 

27. (ORIGINAL) The method for accessing the digital content of a digital content file in 
a user system of claim 26, wherein: 

an application in the user system is designated to access at least one designated type 
of digital content file, and 

the file access control mechanism includes a monitor to intercept attempts to open 
digital content files of the at least one designated type by the application and to invoke the file 



-14- 



PAGE 17/27 » RCVD AT 12/8/2004 2:05:01 PM [Eastern Standard Time] * SVR:USPT0-EFXRF-2/1 8 DNIS:7467240 * CSID:603 624 9229 ■ DURATION (mm-ss):08«08 



12/08/2004 14:0^ FAX 603 624 9229 



DAVIS & BUJOLD, PLLC 



©018 



09/544,682 

access control mechanism to execute the steps for validating licensed access of the digital 
content. 

28. (ORIGINAL) A method for distributing a digital content file including a license control 
mechanism for controlling the licensed use of digital content of the digital content file, 
comprising the steps of: 

preparing a licensable digital content file, containing 

a digital content, 

an embedded file access control mechanism, including 
a license functions mechanism including 

a license monitor and control mechanism communicating with a dynamic license 
database for monitoring use of the digital content by a user to determine whether a use of the 
digital content by a user complies with the license defined in the dynamic license database, 

an adaptive fingerprint security mechanism for accessing a user system and 
determining fingerprint information identifying the user system, and 

a license control utility providing communications between a user system and 
an external system to communicate license definition information between the user system and 
the external system, including 

a graphical user interface associated with the license control utility to 
provide communication between a user and user accessible functions of the license functions 
mechanism, and 

the dynamic license database wherein the dynamic license database is 
associated with the digital content file for storing information controlling operations of the file 
access control mechanism and license information controlling licensed use of the digital 
content, wherein 
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the dynamic license database initially associated with the 
licensable digital content file contains initial license information defining the requirements for 
at least one license that may be obtained by a user of a user system, 

providing the licensable digital content file to a user system through a distribution 
mechanism, and 

in the user system, 

accessing the initial license information in the dynamic license database to 
determine the requirements for the at least one license that may be obtained by a user of the 
user system, including 

accessing the user system to obtain system fingerprint information 
identifying the user system in which the digital content is to be used, 

executing the requirements defined in the initial license information to 
obtain license information defining a license allowing use of the digital contents, and 

writing the license information and system fingerprint information into the 
dynamic license database for use by the license monitor and control mechanism in controlling 
licensed use of the digital content by the user. 

29. (ORIGINAL) The method of claim 28 for distributing a digital content file including 
a license control mechanism for controlling the licensed use of digital content of the digital 
content file, further comprising the steps of: 

configuring a license management database to be associated with the licensable digital 
content file and containing license information for controlling use of the digital content file in 
compliance with a license defined by the license information, and 

storing the license management database in a product configuration and order 
database, and 
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wherein the step of executing the requirements defined in the initial license information 
to obtain license information defining a license allowing use of the digital contents further 
includes the steps of: 

in the user system, and by operation of the file access control mechanism 

generating a request for a license containing user system information, 
including system fingerprint information and providing the request to the product configuration 
and order database, 

in the product configuration and order database, 

reading the license management database corresponding to the digital 
content file and request and generating license information defining a license for use of the 
digital content in the user system, 

providing the license information defining a license for use of the digital 
content in the user system to the user system, and 

in the user system, and by operation of the file access control mechanism, 

writing the license information into the dynamic license database to define 
a license for use of the digital content in the user system. 

30. (ORIGINAL) The method of claim 29 for distributing a digital content file Including 
a license control mechanism for controlling the licensed use of digital content of the digital 
content file, further comprising the steps of: 

in the user system, 

intercepting an attempt to access the digital content and validating licensed 
access of the digital content by 

determining whether the dynamic license database contains license information 
defining a license controlling user of the digital contents, and 
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when the dynamic license database contains information defining a 
license controlling use of the digital content, 

accessing the user system to obtain current system fingerprint 
information identifying the user system, 

determining whether the user system complies with a license 
defined by license information contained in the dynamic license database, including determining 
whether the current system fingerprint information corresponds with the system fingerprint 
information stored in the dynamic license database within a predetermined range of tolerance, 
and 

when the user system complies with a license defined by license 
information contained in the dynamic license database, 

allowing the user system access to the digital contents. 

31. (ORIGINAL) A method for providing a license for use of digital content in a digital 
content file residing in a user system wherein the digital content file includes an embedded file 
access control mechanism for controlling the licensed use of digital content of the digital content 
file, the file access control mechanism including a license functions mechanism including a 
license monitor and control mechanism, an adaptive fingerprint security mechanism, and a 
license control utility, including a graphical user interface, and a dynamic license database 
associated with the digital content file for storing information controlling operations of the file 
access control mechanism and license information controlling licensed use of the digital 
content comprising the steps of: 

in the user system, and by operation of the file access control mechanism 

generating a purchase request for a license containing user system information 
wherein the purchase request includes system fingerprint information and financial information 
relating to the purchase of a license, and 
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| 

i 

providing the request an order processing system, 
in the order processing system, 

generating an order identification and authorization for a license* and 

providing the order identification and authorization and the purchase request to 
a product configuration and order database containing at least one license management 
database associated with the digital content file and containing license information for 
controlling use of the digital content file In compliance with a license defined by the license 
information, and 

in the product configuration and order database, 

reading the license management database corresponding to the digital content 
file and generating license information defining a license for use of the digital content in the user 
system, 

i 

providing the license information defining a license for use of the digital content j 

i 

in the user system to the user system, and 

in the user system, and by operation of the file access control mechanism, 

i 

writing the license information into the dynamic license database to define a j 
license for use of the digital content in the user system. 

32. (ORIGINAL) The method of claim 31 for providing a license for use of digital content 
in a digital content file residing in a user system wherein the digital content file includes an 
embedded file access control mechanism for controlling the licensed use of digital content of 
the digital content file, further comprising the step of: 

in the product configuration and order database, 

generating a license record of the order identifier and license information 
provided to the user system, j 
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